HNudopmannonHas maMsaTKa 00 OCHOBHBIX PHCKAX 1A JeTeld B ceTH «HTepHET» N Mepbl MO UX
MHMHHMHU3ALAH

C KaXXAbIM I'OJ0M MOJIOACKU B HHTCPHCTC CTAHOBUTHCA 60J'II>H.IC, a IIKOJBbHHUMKH OJHHU U3 CaMbIX
aKTHUBHEIX I10JIb30BaTEIICH PYHeTa. Me>1<):[y TEM, IIOMHUMO OI'POMHOI'O KOJIMYUCCTBA BOBMO)KHOCTGﬁ,
HUHTCPHCT HECCT U Hp06J'I€MI:I. OTa maMsTKa JOJIDKHA IIOMOYb TeOe Oe30ImacHo HaxXoOuThCA B CCTH.

KomnbroTepabie BUpYCHI

KommbroTepHbiil BUpYC — 3TO pa3HOBUAHOCTH KOMIIBIOTEPHBIX HPOrpaMM, OTIHYUTEIbHON
0COOEHHOCTBIO KOTOPOH SIBJISIETCS CIIOCOOHOCTH K Pa3MHOKEHHIO.

B nomonnenue K 3TOMY, BUPYCBI MOTYT MTOBPEIUTH WM MOTHOCTHIO YHUUTOXXKHUTE Bee (DAIIbI U TaHHBIE,
MOJKOHTPOJIbLHEIE MTOJIb30BATEII0, OT MMEHH KOTOpOro ObLa 3amylieHa 3apakéHHas IporpaMma, a TakKe
MOBPEIUTH WX AaXKe YHUUTOXKHUTD OMEPAIMOHHYIO CHCTEMY €O BceMH (aiiinamu B 1enom. B
OOJIBIIMHCTBE CITy4aeB PaclpoCTPAHSIIOTCS BUPYCHI Uepe3 HHTEPHET.

MCTO,Z[BI 3aIlIMThI OT BPCAOHOCHBIX IIPOrpaMM:

1. Ucnonb3yii coBpeMeHHBIE ONEpAlHOHHBIE CUCTEMBI, HIMEIOINE CePbE3HBINA YPOBEHD 3aLIUTHI OT
BPEIOHOCHBIX MpOrpamm;

2. TlocrosHHO ycTaHaBmiBai nmauty (1M(POBEIC 3aIIATKH, KOTOPBIC aBTOMAaTHYECKH
YCTaHaBJIHMBAIOTCS C IIENBIO IOPAOTKU IPOrpaMMBbI) U Ipyrue OOHOBJICHHS CBOCH ONepariiOHHOM
cucrembl. CkaunBail UX TONBKO ¢ ouLmansHoro caifta paspadorunka OC. Ecnu cymecTByer
PEKUM aBTOMATHUECKOT0 OOHOBJICHNUS, BKIIOUH €T0;

3. Paboraii Ha cBOeM KOMIIbIOTEpE MOJ paBaMH MOJIb30BaTENs, a HE aAMUHICTPAaTOopa. JTO He
MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrPaMM WHCTAJTUPOBATHCS HA TBOEM IIEPCOHATIEHOM
KOMIIBIOTEpE;

4. Vcnonp3yll aHTUBUPYCHBIE IPOrPaMMHBIE MTPOAYKTHI H3BECTHBIX MTPOU3BOAMTENEH, €

aBTOMAaTUYECKUM OOHOBJICHUEM 0a3,

Orpannyb (HU3NYECKHN JOCTYI K KOMIIBIOTEPY U1l HOCTOPOHHUX JIHII,

6. Hcnonp3yil BHENIHHE HOCUTENN HHPOPMAIIMHY, TaKUe KaK (Ienka, JUCcK Win Gaiiia u3 HHTEpHeTa,
TOJIBKO U3 MPOQEPEHHBIX HCTOYHHUKOB,;

7. He oTkpbIBail KOMIBIOTEpHBIE (aiiibl, MOMTyYEHHBIC U3 HEHAAEKHBIX HCTOYHUKOB. Jlaxe Te
(aiinel, KOTOpBIE MPHUCITA TBOW 3HAKOMBIN. JIydIle yTOUHH Y HEro, OTIIPABIISI JM OH TeOe UX.

o

Ceru WI-FI

Wi-Fi - 570 He BUA niepeaun AaHHBIX, HE TEXHOIOTHS, a BCEro JUIb Openn, Mapka. Eme B 1991 roxy
HUZAEpIaHCKas KoMnaHus 3aperucrpuponaina opers « WECA», uto 0603Ha4aso cI0BOCOUETaHNE
«Wireless Fidelity», koropslit mepeBoauTCs Kak «OecrpoBOIHAS TOYHOCTBY.

Jlo Hamiero BpeMeHu Jola apyrasi ab0peBuaTypa, KoTopas sSBJIsIeTCS TaKOH jKe TEXHONOTHer. JTo
ad0OpeBuarypa «Wi-Fi». Takoe Ha3BaHUE OBLIO 1TaHO C HAMEKOM Ha CTaHAAPT BBHICHIMN 3BYKOBOW TEXHUKH
Hi-Fi, uTo B mepeBo/ie 03HaYaeT «BBICOKAsE TOUHOCTHY.

Jla, 6ecriaTHBIAH HHTEPHET-IOCTYI B Kae, OTENSIX 1 adpoIropTax SBJISETCA OTINIHON BO3ZMOKHOCTBIO
BbIXOJa B HHTEepHET. HO MHOTHeE 9KCIepThl CUMTAIOT, uTo 0bmenoctymnubie Wi-Fi cetn He ABIsIOTCS
0€e30I1aCHBIMH.

Cogertsl 10 Oe3onacHocTH padore B obuienoctynusix cersix Wi-fi:

1. He nepenasaii cBoro inuHyt0 HHpopMarmio uepes odmenocrynubie Wi-Fi cern. Paborast B HuX,
KeJaTelnbHO He BBOAUTH MAPOJIH JOCTYIIA, JIOTUHBI U KaKue-TO HOMepa,

2. Hcnonb3yit 1 0OHOBIISM aHTHBUPYCHBIE IPOrpaMMBbl U OpaHaMayep. TeM caMbIM Thl
obe3onacuib ceOst OT 3aKadKu BUpyca Ha TBOE YCTPOMCTBO,

3. IIpum ucnons3zoBanuu Wi-Fi orkiaroun ¢yHkiuo «O0mumi 10CTyI K (aiiiaaM U IPUHTEPAM>.
HanHas QpyHKIHS 3aKpBITa IO YMOTYAHHUIO, OTHAKO HEKOTOPHIE MOJIB30BATENN aKTHBUPYIOT €€
17151 ynoOCTBa HCIONb30BaHusl B padoTe win yueoe;



4. He ucnons3syii myonuunbsiii WI-FI m1st nepenaun mMYHbIX JaHHBIX, HATPUMED TSI BEIXOJA B
COLIMANIbHBIE CETH WU B 3JIEKTPOHHYIO MOUTY,

5. Hnonw3yii TonpKko 3ammiieHHoe coenuaenue uyepe3 HTTPS, a ue HTTP, 1.e. npu Habope BeO-
azmpeca BBoIM UMEHHO «https://»;

6. B mobmieHOM Tenedone orkmoun Gpynkuuto «[lonkmoyenue k Wi-Fi aBromatnueckm». He
JOITyCKail aBTOMaTHYECKOro MOAKIIOUeHUs yeTpoiicTBa K cetsiMm Wi-Fi 6e3 TBoero cornacus.

ConnajbHble ceTH

CounanbHble CETH aKTUBHO BXOAAT B HAILY KU3Hb, MHOTHE JIIOAX PaOOTAIOT U )KUBYT TaM IIOCTOSHHO, a B
Facebook y»xe 3aperucTpupoBaH MHJUTHAP]T YETOBEK, YTO SBIISCTCS OJHOM CEINbMOM BCEX KUTENESH
TUJTaHETHI.

MHorue 1moiab30BaTelId He IIOHHUMarOT, 4TO I/IH(l)OpMaI_II/IH, pa3MClICHHad UMU B COLUAJIIBHBIX CCTHX,
MOXKET OBITh Haﬁz[eHa 1 HUCII0JIb30BaHa KEM YIroaHO, B TOM YUCJIC HC 00513aTENBHO ¢ OJaruMu
HaMCpPCHUSAMU.

OCHOBHBIE COBETHI 10 OE30ITACHOCTH B COLIMAJIbHBIX CETSIX.

1. Orpanuub CIHCOK Apy3el. Y TeOs B IPY3bIX HE JOIDKHO OBITH CITyYalHBIX M HE3HAKOMBIX
JTIOJIEH;

2. 3ammuraii CBOIO YacTHYIO *u3Hb. He ykas3siBaii maponu, TenedoHsl, aapeca, 1aTy TBOEro
POXACHUS U JPYTYI0 TUYHYIO HHPOPMALIHIO. 3II0YMBIIUICHHHKH MOT'YT HCITOJE30BaTh JaXKe
MH(OPMAIUIO O TOM, KaK ThI U TBOW POAUTEIHN TIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3ammuinaii CBOIO perryTaIluio - Jep KK €€ B YUCTOTE U 3aaBail ce0e BOIPOC: XOTeN ObI ThI, 4TOOBI
JpyTUe TOIh30BaTEIN BUACIH, YTO ThI 3arpyxkaeiis? [logymai, mpex/e 4eM 4To-To
OITyOJTMKOBATh, HAIIMCATh U 3arPY3UTh;

4. Ecnu Tel TOBOPUIIIB C JIFOJIEMH, KOTOPBIX HE 3HACIIb, HE UCTIONB3YH CBOE PeaIbHOE UMS U IPYTYIO
JUYHYI0 HHPOPMAIIMH: UMSI, MECTO YXUTEIbCTBA, MECTO yueObl U MpoYee;

5. H36eraii pazmenienus (otorpaduii B IHTEpHETE, T/IE THI H300pa)KEH HA MECTHOCTH, 110 KOTOPOIt
MOXKHO OIPEACITUTH TBOEC MECTOTIONOXKCHHE,

6. Ilpu peructpanuu B CONMUAIBLHON CETH HEOOXOINMO HCITONB30BAThH CIIOKHBIC TTAPOJIH, COCTOSIIIHE
13 OykB ¥ U(p U C KOJIMISCTBOM 3HAKOB HE MEeHee 8;

7. Jlns conuanbHOM CEeTH, MOYTHI U APYTUX CAHTOB HEOOXOIUMO HCITOIB30BATh Pa3HEIC MaPOIIH.
Toraa ecnu TeOs B3JIOMAOT, TO 3JI0YMBIUICHHUKY TOIYYaT JOCTYI TOIBKO K OJHOMY MECTY, a
HE BO BCE Cpa3zy.

JJIeKTPOHHBIE 1eHbI' 1

BHCKTPOHHBIG JCHBI'H — 5TO OYCHb yz[O6HI>II7I CII0co0 HJ'IaTC)KefI, OJHAaKO CYHIICCTBYHOT MOIIICHHHUKH,
KOTOPBIC XOTAT MOITYYUTh OTU ACHBI'U.

BJ'ICKTPOHHBIC JACHBI'U MOABUIINCH COBCEM HCAABHO U MMCHHO HM3-3a 3TOI'0 BO MHOT'UX IOCyJapCTBax A0
CHX IIOp HC IMPOMNHCAHO PO HUX B 3aKOHAX.

B Poccuu ke onn (byHKLII/IOHI/Ip}IIOT " 0 HUX YK€ INPOIMUCAHO B 3aKOHEC, I'/IC UX Ppa3ACIIAOT Ha HCCKOJIBKO
BUJOB — aHOHUMHBIC 1 HC aHOHHMHBIC. PaBHI/ILIa B TOM, YTO aHOHUMHEBLIC - 3TO TC, B KOTOPBIX
pas3peuracrcsa NpoBOAUTL OIICpaliun oe3 I/I,I[eHTI/I(i)I/IKaL[I/II/I IIOJIB30BAaTCIsA, a B HCAHOHHMHBIX
I/IZ[CHTI/I(i)I/IKaI_II/II/I MOJIL30BATEIIS SIBIISIETCS 00513aTEILHOIA.

Taxke CJICAYCT pa3indaThb 3JICKTPOHHBIC (l)I/IaTHBIC JCHbI' (paBHBI rocyaapCTBCHHbIM BaJ'IIOTaM) n
SJICKTPOHHBIC HC(l)I/IaTHBIe JCHBI' (He PpaBHBI TOCY 1apCTBCHHLBIM BaJ'IIOTaM).

OcHOBHBIE COBETHI IO O€30MacHoOi padoTe C IIEKTPOHHBIMH JCHbIAMU:

1. TlpuBspku K cdeTy MOOMIIBHBIN TenedoH. DTO caMblif yAIOOHBIN 1 OBICTPBIN CIOCOO BOCCTAHOBHUTH
J0oCTyn K cyety. [IpuBs3aHHBIH TenedoH MOMOXET, eclii 3a0y/Iellb CBOH MIaTeXHbIA Tapoib WIH
3aiileip Ha CalT C HE3HAKOMOI'O YCTPOMCTBA,

2. Hcnons3yit ogHOopasosblie maponu. [locie nepexona Ha yCHICHHYIO aBTOPU3ALMIO TeOe yKe He
OyzeT yrpokaTh ONaCHOCTh KPaXXM WM TIepexBaTta MIATeKHOT0 MapoJis,



3.

4.

Bri0epu cnoxnbiii napois. [IpectynHukaM OyaeT He MPOCTO YraaaTh CIOKHBIHN Mapob.
HanexHbie mapoiu — 3T0 napoiy, KOTOphIEe COAepKaT He MeHee 8 3HaKOB M BKITIOUAIOT B ce0s
CTPOYHBIE U IPOIMUCHBIE OYKBBI, HHU(PBI 1 HECKOIBKO CHMBOJIOB, TaKHE KaK 3HAK J0JUIapa,
¢yHTa, BOCKIHIATENbHBIN 3HAK U T.11. Hampumep, $tRONg!;;

He BBOAM cBOM NWYHBIE JaHHBIE HA caliTaX, KOTOPHIM HE JOBEPSCIIb.

JJIeKTPOHHAasA M0YTa

BJ'IGKTPOHHEISI mo4YTa — 3TO TCXHOJIOI'Ud U MPCAOCTABIACMBIC €10 YCJIYTH IO NCPCCHUIKE U MTOTYUYCHUTO
SJICKTPOHHBIX COO6H.[€HI/H>’I, KOTOPBLIC pacCIipCACIIsItOTCS B KOMHBIOTCpHOP’I CCTHU.

OOBIYHO 2JIEKTPOHHBIN MMOYTOBBIN SIIMK BBITISIUT CICAYIONUM 00pa3oM:
UMS_TI0JIB30BaTENSI(@UMSL_JOMEHA.

Taxoxe KpoMe nepeaadr nmpocToro TCKCTa, UMECTCA BO3MOXKHOCTh ICPEAaBaATh (baﬁﬂbl.

OcHoBHBIE COBETHI IO 0€30MacHOi paboTe ¢ AIEKTPOHHON OYTOH |

1.

o

Hazo Bb1OpaTh npaBUIbHBIN TOYTOBBIN CepBHUC. B HHTEpHETE eCTh OrPOMHBIN BBIOOD
OecCIIaTHBIX TIOYTOBBIX CEPBHCOB, OIHAKO JIy4lIe JOBEPATH TEM, KOTO 3HACIIb U KTO MEPBLIi B
peHTHHre;

He yxa3piBaii B TnuHOHN MouTe TMUHYIO HHpOpMaruio. Hanpumep, jrydiie BIOpaTh
«MY3BIKaNbHBIA (anat@» min «pok2013» BMecTo «Temalld»;

Hcnons3yit IByX3TanHyr0 aBTOPHU3aLMIO. DTO KOT/Aa TOMHUMO Mapojis HYKHO BBOJUTH KOJ,
npuckUIaeMblii o SMS;

Br16epu croxHbIN maposb. [ KakIoro moYTOBOrO SIIUKA JTOJKEH OBITh CBOM HaICKHBIH,
YCTOMYMBBIN K B3JIOMY MapOIb;

Ecnu ecTb BO3MOKHOCTh HAIIMCATh CAMOMY CBOW JIMYHBIM BOIPOC, UCIOMB3YH 3Ty BO3MOXKHOCTb;
Hcnonp3yit HECKONBKO MOYTOBBIX AUMKOB. [1epBBIi A7 4aCTHOM MEPENMCKU C apecaTaMy,
KOTOPBIM THI JOBEpSIENIb. DTO 3JEKTPOHHBIN aipec He HaJ0 MCIIOIb30BaTh IPU PETHCTPALMY Ha
¢dopymax u caiitax;

He otkpriBaii ¢aiinel 1 Apyrue BIOKEHHS B TUCbMaX JayKe €CIIM OHM MPHILUTH OT TBOUX JpYy3eH.
Jlydiie yTOuHHM Y HUX, OTIIPABJISUTH JIM OHU TeOe 3TH (aiiisl,

Iocne okoHuaHus pabOTHI HA IOYTOBOM CEPBHCE IEPE]] 3aKPhITHEM BKIAAKH C CAaliTOM He 3a0yab
Ha)XaTh Ha «BBIATHY.

Kuo0ep0ysimHT HJIM BUPTyaJIbHOE U31€BaTeJIbCTBO

KI/I6ep6YJ'IJ'II/IHF — MIpeciicA0BaHue COO6H.[€HI/I$IMI/I, coAcCprKaMMun OCKOp6J’I€HI/I$I, arpeccuro,
3aIlyTMBAHMUEC, XYJIUTaHCTBO, COLIMAJIbHOC 60ﬁKOTHpOBaHHC C MMOMOIBIO PA3JIMYHBIX HTHTCPHCT-CCPBUCOB.

OcHoBHBIE COBETHI 110 60pBHOE C KNOEPOYIITMHIOM:

1.

N

o

He Opocaiics B 60o#. JIyummii ciocod: mocoBeToBaThCs Kak ceds BECTH U, €CJIM HET TOro, K KOMY
MOXHO OOpaTHTHCS, TO BHaYalIe YCIOKOUTHCS. Eciu Thl HauHels OTBeYaTh OCKOpOJICHUAMU Ha
OCKOPOJIEHHS, TO TOJBKO elie 0OoJIbIe Pa3oXoKelb KOH(IHUKT;

VYnpassiii cBoei kubeppenyTanueii;

AHOHUMHOCTB B ceT MHUMasl. CyIIecTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 38 AaHOHUMHBIM
aKKayHTOM,

He cTouT Bectu xynuranckuii o0pa3 BUpTyanbHOH ku3HU. HTepHET QUKCHUpYET BCe TBOU
JEeUCTBUS U COXpaHAET UX. Y AaNUTh UX OyAeT KpaliHe 3aTPyIHUTENBHO;

Cobmntoaii cBOW BUPTYAIbHYIO YECTh CMOJIOAY,

Urnopupyii enuHuYHBINA Heratu. OJHOPA30BbIE OCKOPOUTENBbHBIE COOOIIECHHS JTyYlIe
urHopupoBatb. OOBIYHO arpeccusi MpeKpalaeTcs Ha HadyalbHOW CTaNH,

Ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSIMH, B COLIUATIBHBIX CETSAX €CTh
BO3MOXKHOCTB OJIOKHPOBKH OTIPaBKU COOOLICHUH C ONMpeeieHHBIX aApecoB;

Ecnu 161 cBuperens kubepOynunara. TBoM 1ecTBUS: BRICTYIUT IPOTUB MPECIEIOBATENS,
MOKa3aTh EMY, YTO €ro JAEHCTBHS OLIEHUBAIOTCS HETATUBHO, MOAJEPXKaTh KEPTBY, KOTOPOH



HYXXHa IICUXOJIO0rn4eCKas moMoIllb, COO6H.[I/ITB B3pOCJIBIM O (baKTC arpeCCUBHOIO MOBCACHU B
CCTHU.

MoOuabHbIH Te1edon

COBpeMCHHBIC CMapT(i)OHI:I U TUIAHOICTBI COACPIKAT B ceOe BIIOIHE B3pOCJ'IBII>i (bYHKHHOHaJ'I, " TCIICPb OHU
MOT'YyT KOHKYPUPOBATh CO CTAITMOHAPHBIMH KOMIIBIOTCPAMU. OI[HaKO, CpCACTB 3allUThI 14 HO,[[O6HBIX
YCTPOﬁCTB IIOKa O4€Hb MaJlo.

TCCTI/IPOBaHI/Ie " IOUCK yH3BHMOCTeﬁ B HUX NPOUCXOOUT HC TAK UHTCHCUBHO, KaK IJIs1 HK, TO K€ CaMO€
Kacaercs ¥ MOOMIIBHBIX HpI/IJ'IO)KeHI/If/’I.

COBpCMCHHBIe MOOUJILHBIE 6pay3€pbl YiKC MPAKTUYCCKU NOTHAJIM HACTOJBHBIC aHAJIOI'W, OAHAKO
pacmupeHuc (bYHKHHOHaJ'Ia BJIEUET 3a COOOM 6OJ'IBH_Iy}O CJIO’)KHOCTb U MCHBIIIYIO 3aIMUIIICHHOCTD.

Jlaneko He Bce MPOM3BOJUTENHN BHITYCKAIOT OOHOBJICHHS], 3aKPBIBAIOIINE KDUTHYECKUE YA3BUMOCTH IS
CBOMX YCTpPOICTB.

OCHOBHEIE COBETHI JijIs1 0€30MacCHOCTH MOOMIIBLHOTO Tele(oHa:

1. Hwudero He sBIsETCA MO-HACTOALIEMY OeCIUTaTHRIM. By b ocTOpOXeH, Benb Korna Tede
npeanaratoT OecIIaTHI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO MJIaTHBIE YCIYTH;

2. [ymaii, npexne yem ornpaButh SMS, ¢poto unu Buaeo. Trl TOUHO 3HaCIIb, TA€ OHU OYAYT B

KOHEYHOM HTOTe?

Heo6xoauMo 0OHOBIIATH OlEpallnOHHYIO CHCTEMY TBOETO CMapTQoHa,

Hcnone3yit aHTUBHPYCHBIE TPOrPaMMBbI 11 MOOMJIBHBIX Tene()OHOB;

He 3arpy>kaii npuiioxeHus: OT HEM3BECTHOT'O UCTOYHHKA, BEIb OHU MOTYT COACPKATh

BPEZOHOCHOE IIPOrpaMMHOE 00€eCIIeUEHHE,;

6. Ilocie Toro kak Thl BRIMJEIIb C CAlTa, TC BBOIWI JIUYHYIO HH(OPMALINIO, 321 B HACTPOUKH

Opay3epa u ynanu cookies;

[lepuoanuecku nmpoBepsiii Kakue IUIaTHBIE YCIIYTH aKTUBUPOBAaHBI HA TBOEM HOMEDE,

8. [lamaii cBoif HOMep MOOMIBHOTO TeNedOHa TONBKO JIOSM, KOTOPBIX ThI 3HACIIb U KOMY
JOBEpsieIIb,

9. Bluetooth nomxen ObITH BBIKITIOUEH, KOTIa THl KM HE MOJIb3yembes. He 3a0bIBaii mHOT 12
MPOBEPSTH ITO.
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Online urpsi

CoBpeMeHHBIE OHJIAHH-UTPBI — 3TO KPACOUHBIE, 3aXBaThIBAIOIIUE Pa3BIICUeHHs], 00bEANHSAIONINE COTHU
TBHICSY YeIOBEK MO BceMy MUpy. Urpoku nccinenyioT JaHHBI UM MHP, O0ILAIOTCA APYT C APYTOM,
BBINIOJHSIOT 3a/1aHUS, CPAKAIOTCA C MOHCTPAaMH U MTOy4YaroT OIBIT. 3a yIOBOIBCTBHE OHM NJIATST:
MOKYMNArOT JHCK, OIUIaYMBaIOT a0OHEMEHT HIIH IPHOOPETAIOT KaKHe-TO OMIINU.

Bce st CpCaACTBa UAYT HA MOAACPIKAHNUC U PA3BUTUC UT'PHI, 4 TAKIKC Ha CaMy 0e30MacHOCTD:
COBCPHICHCTBYIOTCA CUCTCMbI ABTOPU3alliH, BBIITYCKAOTCSA HOBBIC TATYN (LII/I(prBLIG 3aIlJIaTKH JJIs
nporpaMM), 3aKpPbIBAIOTCA YA3BUMOCTHU CECPBECPOB.

B HOI[O6HI>IX HUrpax CTOUT OIMACaThCA HE CTOJIBKO CBOMX CONICPHUKOB, CKOJBKO KpPaK TBOCTO MTapoJisd, Ha
KOTOPOM OCHOBaHa CUCTEMa aBTOpU3aAllun OOIBIINHCTBA urp.

OCHOBHBIE COBETHI IT0 0€30IaCHOCTU TBOETO UT'POBOI'O aKKayHTa:

1. Ecnu apyroii urpok BemeT ceds MI0X0 UM Co3JaeT TeOe HEMPUATHOCTH, 3a0I0KHpYH ero B
CIIHCKE UTPOKOB;

[Noxkanyiics aAMUHUCTpAaTOpaM UIpbl Ha IJIOXOE MTOBEIEHUE 3TOT0 UTPOKA, JKENATENBHO
MPWIOKUTH KaKHe-TO JOKa3aTeNbCTBA B BUAE CKPUHOB,

He yxa3piBaii muynHyr0o nH(GOpPMAaLUIO B Ipodaiisie Urpsl,

YBaxail Ipyrux y4acTHUKOB IO UTPE;

He ycranaBimBaii HeopumaapHbIe MATYH U MOJBI,

Wcnonw3yii cnoxkHbIE U pa3Hble TAapOJIH;

N

oupkw



7. I[ame BO BpCMA UI'PbI HC CTOUT OTKIKOYATh aHTUBUPYC. IToka ThI urpacuib, TBOH KOMIIBIOTCP
MOT'YyT 3apa3uTh.

OUINHHT WA Kpaxa JIUYHBbIX JaHHBbIX

OOBIyHOM Kpaxceﬁ ACHET U JOKYMCHTOB CCrOAHA Y>K€ HUKOI'O HC YI[I/IBI/If]_HL, HO C pa3BUTUEM UHTCPHCT-
TCXHOJIOTUH 3JIOYMBIIUJICHHUKU MMEPEMECTUINCh B UHTCPHET, U MMPOAOIKAKOT 3aHUMAThCA CTFOOUMBIM»
JCIIOM.

Tak nmosiBuIach HOBast yrpo3a: HHTEPHET-MOIICHHNYECTBA MM (DHIIMHT, TJIABHAS 1IEJIb KOTOPOT'O COCTOUT
B NIOJIy4CHUH KOH(UICHIINATIBHBIX JaHHBIX MTOJIb30BaTENICH — JIOTMHOB M naposeid. Ha aHrmmiickom
s3bike phishing unTaercs kak ¢ummHr (ot fishing — peioHas nosis, password — naposns).

OcHoBHBIE COBETHI IO O0pBOE ¢ PUIMHTOM:

1. Crnenu 3a cBonM akkayHToM. Ecinu TbI moio3peBaelib, 4YT0 TBOSI aHKETa Oblila B3JIOMAaHa, TO

HeoOX0IMMO 3a0IOKHPOBATE €€ M COOOLIMTH aIMUHICTPATOPaM pecypca 00 3TOM KaK MOKHO

CKOpEE;

HUcnonesyit 6e3onacHble BeO-CaThl, B TOM YHCIE, HHTEPHET-Mara3uHOB M MOUCKOBBIX CHCTEM;

3. Hcnonb3yii cnoxHbIE U pa3Hble Mapoinn. TakuM o0pa3oM, eciid TeOs B3JIIOMAIOT, TO
370YMBIIUIEHHUKH MOTY4aT AOCTYI TOJIBKO K OJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM,;

4. Ecnu TeOs B31OMaH, TO HEOOXOAUMO MPEAYIPEAUTH BCEX CBOUX 3HAKOMBIX, KOTOpBIE

no0aBieHbl y TeOs B APY3bAX, O TOM, YTO T€OS B3JIOMAJIX U, BO3SMOXKHO, OT TBOETO UMEHHU OyleT

pacchlIaThCs ClaM M CCBUIKM Ha (PUIIMHTOBBIC CANTHI,

VYcranoBu HagexHbli mapons (PIN) Ha MoOHIIBHEIH TenedoH;

OTkouM coxpaHeHue napois B Opaysepe;

7. He otkpeiBail haiinbl u 1pyrue BIOXKEHUS B MUCbMax AaXKe €CIIM OHU MPUILIA OT TBOUX APY3eH.
Jlydiie yTOuHHM Y HUX, OTIIPABJISUTH JIM OHU TeOe 3TH (aiiibl,
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Hudposas penyranus

Hudposast permyranus - 3T0 HeTaTUBHAS WM O3UTUBHAS MHPOPMAIIHS B CETH O Tebe.
Komnpomerupytomas nHpopManus pasMeliecHHast B MHTEPHETE MOXKET CEPbE3HBIM 00pa3oM OTpa3uThCs
Ha TBOEH peaIbHOM JKH3HU.

«dudposast permyranus» - 3T0 TBOW UMUK, KOTOPBIH GopMupyercs u3 uHpopMauu o Tede B
WHTEpHETE.

TBoe mecto JKHTCIIBCTBA, y‘IC6I>I, TBOC (1)I/IHaHCOBOC ITIOJIOKCHUCE, 0COOEHHOCTH XapaKkTepa U pacCKas3bl O
OJIM3KUX — BCE DTO HAKAIJIUBAECTCS B CETH.

Muorue MOAPOCTKU JICTKOMBICIICHHO OTHOCATCA K HY6HI/IKa]_[I/II/I JIMYHOH I/IH(l)OpMaI_[I/II/I B I/IHTepHeTC, HC
IIOHHMMas BO3MOXHBIX HOCHCI[CTBI/Iﬁ. Tor JaX€ HC CMOXCIIIb A0ragaTtbCsa O TOM, 4TO (bOTOFpa(l)I/ISI,
pasMCIICHHAaA 5 ner Ha3an, crajla HpH‘-IPIHOﬁ OTKa3a NpUHATH TeOs Ha pa60Ty.

KommenTapuun, pa3memenne TBonx ¢ororpaduii u Apyrue AHCTBUS MOTYT HE HCUYE3HYTDH AaXKe MOCie
TOr0, KaK Thl MX yAanuiib. Thl HE 3HaelIb, KTO COXPaHWI 3Ty HH(OPMALHUIO, TOMaja JI1 OHA B IOMCKOBBIE
CHCTEMBI M COXpaHHUJIach JIM OHA, a TJIaBHOE: YTO MOAYMAIOT O Te0e OKpYy’Karollee JIIOAH, KOTOphle Hal Iy T
W yBUZIAT 3T0. HaiiT nH(pOpMAaLnIo MHOTO JIET CITYCTSI CMOXKET JI000H — Kak U3 JOOPBIX MOOYKICHUH,
TaK U ¢ HaMEepeHHEeM NPUYUHUTH Bpel. DTO MOXKET OBITh KTO YTOAHO.

OCHOBHBIE COBETHI TI0 3aIIUTE HUPPOBOI permyTaluu:

1. Tlomymai, mpex/ie 4eM 4TO-TO IMyOIMKOBATh U MepeaBaTh y ceds B OJIOTre Wi B CONUATBHON
cery,

2. B HacTpoiikax mpo¢uiisi yCTaHOBU OTPaHUYCHHS Ha TPOCMOTP TBOET'O PO U €ro
COJIEP’KUMOT0, CAENail ero TOMbKO «IJIs Jpy3en»;

3. He pa3Meniaii 1 He yka3biBaii HH(QOPMAIIHIO, KOTOPAsk MOXKET KOT0-JIHO0 OCKOPOIATh UITH
00MKaTh.



ABTOpCKOE TPaBo

COBpCMCHHI:IC IIKOJBbHHUKH— aKTUBHBIC I10JIb30BaTCIIN ]_II/I(I)pOBOFO MMpOCTpaHCTBA. O,I[HaKO JaJICKO HE BCC
3HAIOT, 4YTO IMOJb30BAHUEC MHOI'HMH BO3MOXKHOCTSIMHU I_II/I(prBOI‘O Mupa Tpe6yer CO6J'IIOI[GHI/I$I mpaB Ha
HUHTCIUJICKTYAJIbHYIO COOCTBEHHOCTb.

TepMI/IH KUHTCJUICKTYyaJIbHAsA COOCTBEHHOCTE» OTHOCHTCS K Pa3JIMYHBIM TBOPCHUAM YCIIOBCUCCKOI'0 yMa,
HadnHasA C HOBBIX I/1306p€TCHI/II71 1 3HAKOB, 0603Haqa10m1/1x COOCTBEHHOCTH HA MMPOAYKTHI U YCIIYTH , U
3aKaH4YMBas KHUT'aMH, (bOTOFpa(l)I/ISIMI/I, KI/IHO(l)I/IJ'IBMaMI/I 1 MY3bIKAJIbHBIMU MTPOU3BCACHUAMMU.

ABTOpCKHE IIpaBa — 3TO MIPaBa Ha HHTEIIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOM3BENCHHS HAYKH,
JUTEPaTypbl U HCKYCCTBA.

ABTOpCKI/Ie npaBa BBICTYIIAIOT B KAYCCTBC rapaHTHUU TOT'O, YTO HHTCHHCKTyaHLHBIﬁ/ TBOp‘{eCKI/Iﬁ TpyA
aBTOpa HC 6YI[6T HanpacCHbIM, JAaCT €EMY CIIPpaBCIJIMBBIC BO3MOXKXHOCTHU 3apa60TaTL Ha pe3yJibTaTaXx CBOCTO
TpyAdad, HOJYYUTh U3BECTHOCTL U MPU3HAHUC.

Huxkro 6e3 pa3pCuICHrA aBTOpAa HE MOXKET BOCIIPOU3BOAUTD €TO IPOMU3BCACHUC, PACIIPOCTPAHATD,
HY6J'II/ILIH0 JACMOHCTPUPOBATH, IPOAaBaTh, UMIIOPTUPOBAThL, IIYCKATh B IIPOKAT, HY6J'II/ILIH0 HCIIOJIHATE,
MMOKA3bIBAThL/UCIIOIHATE B 3(1)I/Ipe WK pasMeliaTh B I/IHTCpHCTC.

Hcnonw3oBanue «OUPATCKOTr0» MpOorpaMMHOro obecreueHus MOXKET IPUBECTHU K MHOTUM PUCKAM: OT
MOTCPpH JAHHBIX K TBOUM aKKayHTaM IO 6J'IOKI/IpOBKI/I TBOCT O YCTpOﬁCTBa, rae YCTaHOBHCHHLIf/i HC
JICraJibHas mporpaMma. He cTout Takxke 336BIB3TL, 4TO CYHICCTBYCT JICTAJIBHBIC 1 OecruiaTHbIC
nporpaMmbl, KOTOPBIC MOKHO HalTH B CCTH.



